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1.0 IX U ®IZ

AR, A X —Fy MRy MU — 7 B O H OB, RS OHE
B2 HART 5T DICAN R A NR—F 2 )T OBREERE LTS, A
NetXa2 VT 4 DA T ME, EEESLOIHERER Y N —7 Z2FEHARREIZT S
LT AR TRRRICBITABRE T O AT IS CEERERN D S, 2D
DA T v NI, W R ONEEIN ADBRIE, A2 W U ARE Y I8 E I AN DOFAIT
X0, BEAEIZELEMEND S,

AV T RIEOREEEE  ~ AT Fasf K a—F WONTHLEY R & OWEES
MG E 2 G2 TCOMBREIL. EREEROY A NN—tX2 )T (2L CEFEEEE
B4 D, KUA X A%, REBE~AT T, A 3= F 2V 7 ¢ 2B BT
Db DREN BT A HEMAE L, FREZ 0B A N —H . EUTESRE T
LT, EEEGEREL CEXaTICTH720DEREIRET I 2B LTS,

ANIVATT DY A N—tF 2T 0 OJFAI N OERICET 5 EEESIL, BELENED)
EPEE RS D VERE A HERICHERF T2 720 ETH D, Lv L., BRI 5 ERESR
DY A N—t X2 VT 1R RGNIEFRICE > TR, EHEEAIZE > TV,

A IMDRF H A % v A%, EFEEGROV A N—t X2 VT ([T HEEBEEE XD 7
OO—RFHNERANTZ 7T 4 AT HZEE2HMET S, ALETIE, #EHE
R OHELZZFNFN 2HEE N3 HEIIBWTERT S, 4HETI, EEEROY A —
X2 UT 0 O—EFERNCOWTHEER L, 5 EED 6 HTIE, EREROY A —kF
= U7 4SBT B R E R O IR B BB 5 XA R 7T T 4 RZONTEL
OHELEEIR 2 BLERE IR 5, MIRATEBRIZ DWW CIE, EICEEEELEEE I
SEkT5, MIREEEHIZOWTIL, £ TOELRRE IR - HERFELZH T 5,

ALEIT, IMDRF DMERL L7 [BIREESR O A N—t X 2 U T 4 IR L LTI D T A
HUATHDHIN, BX =2 T 4 IZOWTIRIAL BifT 25 LT3 & IMDRF (£ L
L T [IMDRF/GRRP WG/N47 FINAL: 2018] MZEF HiL b, Hek3CEIL, EEME &L
K42 A (In Vitro Diagnostic : IVD) [EHFEHERR O%GH &R G IZHB W TR B TR E A
AREFEEZRML L TS, 20 OEAREAIEREL, BEKIROET A 7 A 7 v
(Total Product Life Cycle : TPLC) (2> T, KAA XL A LIRS TH T L NLE
LW, ZOMmoE#ETECTHS [IMDRF/SaMD WG/N12 FINAL: 2014) @ 9.3 IETlL,
BEEBERTHEOEREX 2V 7 o OFEEEICOWTRBINTEY | EEHGS Y 7
k7 =7 (Software as Medical Device : SaMD) D{F#E ¥ = U 7 4 ITHES 580D
ERNRELEOLEN TS,

I'N47 ® 5.8 THIZIX, RIEET 7 A DbOR#EE, FREex2V 7 4 KO A R—tX=2 T OEER
BOREENCH SN T, EREIROETA TV A I VICE ST, KIS XA LIRS H L
NEFE LV,
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2.0 1&E A &6

AET, B2 TOEMLEFREICHIT T, EEES (VD EEREESRZGT) oA —tk
X2 UT 4T 5 —RIERNCAR D AN E 2 5 & atHEmE, NS5 X2 k
T T 4 AT L EEBERNE LTER S IV, ACETIE, fEESE . LR
T TaRA K RS R N — 2T T, BEXKT D BACKR U CE RS A
THERICEZ VG A NN—tX2 VT o VR E2R/METHZ LICL D, EEKGRD
LA N OWERE 2 HERE U, Mkefli 2 R~ 2 720 O BRI e MR FIH A 0 £ 29 T
Wb, KA X ATIRREAVATT Faf Z\2iL, EEEEPEGENS,

ARKXETIE, 77— 0T kO TurI~rrnyyr7aryta—5%0Y 7 U=
T EAT HEEERS (B =R A= WRA ) | XX Y T U = T B CEAE
T 5 EFEEZE (B - SaMD) IZBT 5V A N—t X2 U T 4 IZOoVTHH I TS,
Z & A EOHEIY R, Z OMERNERESR ORI OPERICIRE S TWDH T2,
ALEOMARAIL, BESOLEENRET D AEEMEICET2RFHIBEI N TS Z
CICHEBTOVNEND D, Bz, EEEESROMRICEEL G5 2 5, BRARIEENCERE
ERIFET, B LLITRR 2 W UTTRIRICEN DA RN—X 2T 4 U A7 1E, KX
EOWAR & R END, T—H T ITA R —DRES, TOMORBEELERETHD
2N, ARLETIHEARGEN SRS, SHIC, AXETIE, BEEEOSEEEICE
THVAN—X 2T ¢ Z2EARENSRNAT S, MEETORETHOEX2 Y T
AT HRA NS T 7T 4 ZZOWTUER, KEENAEEEIFFEFT (National Institute
of Standard and Technology : NIST) D% A /N—t X2 UT 4 7 L —LT—7 BIEHRIR &
L COERBEREEZRZLTND,

ALEFUTOFRHEEZEX L TV,
o [EFMEIRORE L OBARICEY 2 A X=X 2 U T ¢ 5tz A ie bz, VU
ARG R—=AT Ta—F 2RI 5,

o [EBRMEM B INDONNATT A 7T OREM, RBANEX 2 U T 1 20
1%‘?‘60

o A N—TFa YT, WEEE, ~AATT TS 2= R R
OWedHER A %S % 02T OBREDIRABETH D = L & RWT 5,

o TNHLOEFREICKHLT, Wik T A 7V A7 VORRIZHEY, BELEOY A7 %
w/MET DT OICA R R HERFIH A 2 5,

o MEEATEHRTALILC, EEEIEOY A NR—X2 T 4 2FRET A7, BEE
DRAKNTZT 7T 4 AZitd#d 5,
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PANRN—F2 VT ADA T b BEMOWETIEIZOWT, Bz LS
RIS E LT D T2 OITIEIRWMERILE DRV o — 2 e+ 5,

B, ERMESOHESSEOHGNIIIC T, BIMOMGIHFENSMLEL 2052 L
ICHETOUEND D,

3.0 B

ALETHWSLHZEMOERIL. LLTFICR LK., IFONZ IMDRF/GRRP WG/N47
FINAL: 2018 |Z #6495

3.1

3.2

33

34

3.5

3.6

3.7

3.8

EEE (Asset) : A, MBSUIBUTIC L > TEED & 5 . WP ST ¥ Z 1 IBK
D> 7 47 4 (ISO/IEC JTC 1/SC 41 N0317, 2017-11-12)

W (Attack) : BFEOMEE, &E. &I, ERE, WA, IR Ih T\
WT 7 2L < IHMEHA O (ISO/MEC 27000:2018)

8 FE (Authentication) : T 27 47 4 OKeMED IE Y PEIZBE T 5 RAEE DR AL
(ISO/IEC 27000:2018)

EEME (Authenticity) : =27 4 7 1 OfF &M (ISO/IEC 27000:2018)

FEFRAS 5- (Authorization) : FFHEDAT 5., 7 — X M OMEREIC T 7 B AT 572D DFF
WA 5T 52 & aEte,  (SO27789:2013)

JERC  ISO 7498-2 DEFE (MER|DFFE, 77 v AMEIZIESE T 7 & A DOHER| % £
5952 &G0 5) ICHKT 5,

ATAME (Availability) : EHRTLH2Z2T 47 4 ~OT 7 & A KOERH O FTEENE
(ISO/IEC 27000:2018)

fTE Y 27 a2y br— L FE (M7EHFB)  (Compensating Risk Control
Measure (Compensating Control)) : B§gReXitO— L LCEBEIND U A7 a2 b
2= L FEOMRFELE LT, EENREMINLRWGEICEHA SN FED Y X
7 ar bu—/LFE (AAMITIR97:2019)

EEAser Y 27 ay ha— LR L L Cid, fEEEN BT 7 v 75— |
B KR XA — R 2R kSN B 0 15 D

BE#ME (Confidentiality) : 8P SN TWRVWMEAN, =T 47 4 T 7 rERIC
st LT THEMRA B RS, S E20EM (ISO/IEC 27000:2018)
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WA 72 a5 D BA R (Coordinated Vulnerability Disclosure : CVD) : #2835 & Y
Z O DOEAEFARE S, MEFHTEDBIRIZEET 2 U R 7 KT 2 72 9 DR E
RO DT DICREREF L) L TIT ) 7 r X (AAMITIR97:2019)

ERL: 207 a AiE, Mgtk & £ ORI o EHmO WS, ¥, bR%
DIEFEN G N5,

30 A N— X2 VT 4 HFRE OV AT ARREREE (RIERT 7 v A, .,

3.11

3.12

3.13

3.14

3.15

3.16

3.17

3.18

3.19

B, Hr, o2, MREESE) 2 OIREIN TR Y., BENME. eatk. AT
THVRINTA 7Y AT NVERIZIE S TZEARR L-IVICHERF S LTV DIk
fE, (ISO81001-1)

B FGHE T (End of Life : EOL) : DT A4 794 7 icBnWT, flEEED
EFNED T H MM 2B 2 - R OBRGE A& T 3 5K, EOL &z =551z
ST, EX7R EOL 7t A (22— ~DmmmeE) NEMIIND,

PR — bET (End of Support : EOS) : BED T A 744 7 iz T, Bl
HNETOFR— MEBIZ P ILT 588, y—E P R—MI, ZOBEE2EBL
AN

FANERE « AL B 25 IS O BARTERE O VEREIC W T RUESEH O E
L7oBRA 2 8 2 TR T SUTRAMNDBE CT R A TERWY 27 24 U S MERE
(IEC 60601-1:2005+AMD1:2012)

B (Bxploit) : MEgsM 2B U THERI AT L2OEX 2V T 4 2RETHT20D
BHME 72 J71%  (ISO/IEC 27039:2015)

seatE (Integrity) : .7 —# DMERK., 56 XIIRAFE SN oB, RIERFIEICLD
R X I TV WVRERE (SO/IEC 29167-19:2016)

VT —EEEE (LT —#E28)  (Legacy Medical Device (Legacy Device)) : Hi
TEDY A A=t % 2 U T ¢ OBBICK L TABHN G T S RO EHRR

LB 1k (Non-Repudiation) : 784 L72F4 I T8, WICEN O Z5I X Z
Lz 7 47 « &Rl %8277 (ISO/IEC 27000:2018)

B i (Patient Harm) : HBE O ) 2 KRG E X fEFERE % (ISO/IEC Guide
51:2014 % —H 25 W)

77 A4 N2 — (Privacy) : fAANIZEET %7 — & O X TEVE R INE K OME A IC
B9 B FAAETE X IE NIRRT DR A 22 & (ISO/TS 27799:2009)
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320 & (Threat) : BF¥=2UT 4 2REL, BELGISEI LSRN, 0. 178

3.21

3.22

3.23

3.24

3.25

ITFRNFET DO X 2 U 7 @K O el (ISO/IEC Guide 120)
BET Y 7 (Threat Modeling) @ 7 — & OffEE, JHK, S AT —EX4HE
HDOETUAT AMEEEL RITTAREMOH HDIRM T HEL L LI TH0
OFA 7 vt 2 (ISO/IEC/IEEE 24765-2017 7> 525 )

7w 77—k (Update) : [EREMIRY 7 N =T 255 L LIZEE, T, @5
PAESLE (Al AV Y

JEGD 1 ISO/IEC 14764:2006 \ZHET 5 Y 7 b = THRSFHEENIAH KT 5,
HERL2: 7Ty 7T — MZiE, Ny FEOREELEENEGEEND,

FERE 30 WIS K OTE 2 BIZ BT 2 R FITREHERRFIC 2o 72 Y 7 h U =T OWR
ThH D,

NYF—v 3 (Validation) : BBFIHLAZIRRT 5 Z LIk - T, BT 51
AXITEBICETAERFELIWM I TWSAZ 2R T 52 (ISO
9000:2015)

HEL I "N TF—hFEA" LI, NV T—va N T L TWAIREL T,
HERE2: NU T —T g U3, EBRE IIRERERE CEESN D,

MRGE (Verification) : BEIMGFILAZ IR RT 5 Z LIC k- T, BEERFHEMNG -
SNTWDHZ L EMERT HZ & (ISO/EC Guide 63)

FEL 1 REEDOT- DI LB ZEINEEIL S U CiE. RAEEEOIE) . BB X B3
HNILEDL 2 —5DfRTHDL I LND D,

TERD 20 MRREDTZDIATONLTHENT, BWHRET 0 R EREIND Z &1 H D,
HERC 30 "BRREH A" LT BEEDSSE T LTV DR Z R,

M35t (Vulnerability) = —LL EOEHKIC K - CEMH S 2 alReMED & 5 & #E X
WA FRR 0594 (ISO/IEC 27000:2018)

4.0 —f&JE Al

ARIETIE, ERESEBZE, BlHl. (M, BT 2 BRICEERBRE D ET &, ER
WDV A N— X2 VT 4 IZT 5 —MxfastFll 2=, KA X 2A0efzEl
TN TWD SN, EREGORENRY A NN—k X2 T s 2m LSED
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ZOICHETHY . ZHITHED 28T, BADOLREEZMHRT 2 L TARBRPRER LN
L EnHITFEN D,

4.1 [EERES

EEREAR DO A N—EX =2 U7 213, EEMIZEEESNTWS, X2 T DA
T M, WS LIXBEORKE S &R T, Masoz e g nd. BRI
I EL 525, BEOREKMOFAZG T2 Z LEICL-> T, HAFHFO~ LR
T VAT ADOBELEEENTARRERDH D, A —tX= U T 1k 5 H0 MA
DEREESIE, 4/ X—Ta U2 RE L, e TORNRERKRZ B2 EED
TBREICERFIREE 95 & Iic, BRELREOHFFZMIRTHDIINETHSL, £ETOHE
R E L., EEMEBEOET A 7V A I NVZE ST A =% 2 U T ¢ 3t 2 [E BRI
AT ENEIND, T, ARG, EREESROET A A 7V EEL
TR =R A b, EBEEIROT XY 7 B R~O R EEIC kT 2 BREIHE,
B, HIRGEICET 285 (NG EN5,

42 BES ATV A I NVDEE

A NR—t X2V T o OBBIOWEFHECRET 2 U A7 1%, YIHEEEME2S EOS 12
5, EEEGOLEMIETLIETCOEBEEZBEL THRFNTLAIZENEE LY, A
Nt X2 U7 ¢ OBEEZ SV RIICEET 2720120, VA3 A v M Bl
DETATHA 7 NVICPESCTHEAH L, sxet, fhE, BRE O IREEREO L BRRIZE
WCHAN—X2 T 4R ZFHMOLEOERT D22 EREE LV,

BEMNEYX2 VT 4 LDONRNTURAEKDZ L HENETHD, BEEEIT, VA —t
X2 T oDy bo—)L K OERR & fHAIATe RS R s D 222 K OFEAERE
T A Z L REETH D,

43 EREIBFFE

ERES OV A =t X2 U T 41d, BEEE, ~VATT T a2 Rl R AT
Magattsg RA OEFEETH D, ETOERMERRE L, EREGOET A 7 A 7 v %
WBLT, BENRYPAN—X 2T 1 ) X7 ROEEZ MR, B, fA.
THHILE, ST 570, BHOoOHEEZEM L, OB EBRE & mEIHEE T 5 02
VAR YAR

44 EFEHRILHE

YA NR—X2 U T 4 (ZETAHEROIEAIT, TS 27 RERER T EHT L7
DO TPLC 7 7 u—F OHMFAITH D, VA "\—tX2 VT OEFREHET L0,
B CORERERE D, TIRET L N IRZ BRI RS T2 2 E BRI b, Bk
SHERNIEFEEINDZ EICL ST, ETCOBRMYFEN, GREFEL, BET5U X
7 EFHE L. FRUCEERST D00 RKRIET S, TO—RELT, £2TCOE
EEMRAE 1L, ERERAE O T D~V AT T A 7 7 DR, e, w2tk Ok
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Fa VT IR EBLGELITANN—X2 T DA T b R OWEGIEICR
LWk PaIa=r—varyra@bd o720, HHREA 5B (Information
Sharing Analysis Organizations : ISAOs) (ZHIMBRIICSINT 5 Z LGRS D, DX
MMV MAEITD Z LT, ZHMEZM ESELZENTED, AT T T 4 AL
LTHERhEND b 5 —DODFHRILAFIEEL LT, Wi feistt oBRz 2T b D,

o, BEEE OB TRIANNVAT T T asg R OERE S — P H%A Y v—
FEATHILIE, mav AT AL o TOLARERVES, AFIERICE, BELE
ZEEEICIRE L, MERFT 272012, WA ORBIY R S IHFRILE T Z L nEis s,

5.0 EEMIEY A X—F X2 U T 0 OFHIKETEEEE

RO A N— X2 VT 1%, ®"EOETA 7V A 7 MZE S THRFTDHZ &N
PFE L, BEEE D EEHE O TIRATOR B R OB I kS N & EE /R
WD, TIRATOERITIT, 1) EF =2 U 7 HEEZRMICHAZAT Z & 2) XA TE
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F—=A+Z VT
CERT Australiac (CERT A — & ~Z U 7))
https://www.cert.gov.au/

AusCERT
https://www.auscert.org.au/

TV
All Certs in Brazil(7 7 ¥ /VEIN® CERT —&)
https://www.cert.br/csirts/brazil/

NFE
Canadian Centre for Cyber Security(% & A N—tF* 2 U7 1 ¥ —)
https://www.cyber.gc.ca/

R
CERT European Union(CERT RKM 1H# )
https://cert.europa.eu

AT AV
ANSM
https://ansm.sante.fr/

https://www.ansm.sante.fr/Declarer-un-effet-indesirable/Votre-declaration-concerne-un-
dispositif-medical/Votre-declaration-concerne-un-dispositif-medical/(offset)/0

French Ministry of Health and Solidarity(~7 7 > A JEA445)
https://solidarites-sante.gouv.fr/soins-et-maladies/signalement-sante-gouv-fr/

Shared Health Information Systems Agency(AE A =G S A 7 AJT)
https://www.cyberveille-sante.gouv.fr/

ANSSI - National Agency for Information Systems Security(EFFH T AT LEFX 2 U T o

I7)
https://www.ssi.gouv.fr/en/

4
CERT Germany(CERT K- )
https://www.cert-bund.de/

AFZYT
https://www.csirt-ita.it/
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HA

Japan Computer Emergency Response Team/Coordination Center(JPCERT = —7 4 f— 3/ =
>t 4 —JPCERT/CC)
https://www.jpcert.or.jp/vh/top.html or https://www.jpcert.or.jp/english/

U R—)V
SingCERT
https://www.csa.gov.sg/singcert/news/advisories-alerts

K
Industrial Control Systems CERT(PE € Hil4#l 2 &2 7 2» CERT:ICS-CERT)

https://www.us-cert.gov/ics

US CERT(CERT k[H)
https://www.us-cert.gov/
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