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81 MEEA: AT v bRHEOBEEIISOAEC 27035 53 BB v, 48
82 [ftAE B BN NSO RICET 2SO ) V— 2 50
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FFX

AXEE, HRASEOEERAHFLABORK TS HERERRESRFIN[E T +—7 A
(International Medical Device Regulators Forum: IMDRF)2S a0 b, Bl &= 0 Th
B. AXEX, BRICER, Bm, EALTHEDRY,

!

7L, AXEO-HXIIE TR TEIZHEIGATLEA, WONCRXELTELSID
SEICEERT AE S, IMDRFEIX, TOELE AL,
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1.0 1 L YIT

MEfR, A F—F oy FRORy MU — 7 BB OB R OBV EREREE OWhE

RO EPEERTA-DICHEDR YA A= )T s OBEEMESHL TS, ¥4

Aa@%1)?4@4/yf/bi ERERR L YRR v b — 7 B2 EATREICT S

AT, LA TRERICBY ARE ST ORI S TE eSS S, b

®4y/7/hi\W%&Uﬁﬁ ADREE, AR I AE 2 RENAEORAE
b, BEREICELTREERS S,

AT R ORERE . A~V RS T T RN F | o= WONTHG S R R UNESS
MHEE 2 S22 TOBGREIL. EREEOV A —X2 )7 B L THERAREL
HT 5B, KIAF 23, REFEE~ETT, 34 3—8%a V7 ¢ 2B XERT
B0 ECET2EEARL, BREZVGLY A A, BEXETERETH
LT, EFESFRELTEXF 2T ICT500EREZERTIZLEERKLTWD,

AIVATE T OV A 23—t X2 T o OFAECERCET LEBEST. BELTEET
Eﬁ%ﬁwﬁ%%%%K%%TétwKZ%fﬁé LL., BEFEIIBIT 2 EEELS
DA =X UF IBZLIBEIEBIZIELR > TRV, EEREEASIZE > T2V,

KIWWfﬁ#?/Zi EFEREOP A N—xa2 U T BT AEBREEA2R ST
----- WRAERA NS 2T 0 AT 222 E0ET 5, AXETIE, @R
Bﬂ)&’w\ﬁﬁ EHRFNFN 2EECIRIIBWTERT D, 4HTIE, BEFEBEROT A —
T YT 4 O— RNV TR L, sﬁ&wﬁﬁvm\ﬁﬁ%%@ﬁ4ﬂ—ﬁ#
2 U7 4 BT AR EE R TS kﬁéﬂ2bf§7?4z IOWTEL
ORABERE > B EEFRE ICRET 5, ﬁwﬁ IOWTiE, ERIEREHEISEERIC
ERT D, HREBFBIZOVTIL, LT®E&%H% - R R A R D,

AL EL, IMDRF BERK LI BRSOV A NA—FF 2 VT 2 I8 L LRI D H A
EoATHAHN, B2 VT L1200 THRE BN T 5 L TtaB4+ <% IMDRF X#H&
LT lMDRF/GRRP WG/N47 FINAL: 20181 A&7 b5, HigLEIL, EREEET
42 A (In Vitro Diagnostic : VD) SRS ORF R URE B W TRET & &
REHEEESRBE L TWE, THOEAREHEET EFERBOSFA 7470
(Total Product Life Cycle : TPLC) 2T, RUAF L R EHICBHY 5 LBEE
LV, FOMoOBEETETHS [IMDRF/SaMD WG/N12 FINAL: 2014} @ 93 IETiX
HEEERTHIEOBFEREX2 VT  OFEEHIZOWTREIATEY . EFRESY 7
k™ =7 (Software as Medical Device : SaMD) D{FHE ¥ o ) F 4 IZRET 2K HOND
BRPREEDLNTVD,

'N4T D SRMEIDIE, FIET 7 AR LOEESE, FHESF2 )V F 1 RO A A=t F% =2 )7« OHER
ERHIEADHINTEY ., BRSO 7Y A 740 ET, R4 L 2L zBBE+TL L
PEEE Ly,
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2.0 7 4P

ASCEE, ETCOBREBERFICMT T, BEESE VD BFEEREZEL) O 13—t
Fa2 T 41ZxT 5 - RERBNCED EANEZ FERMNEE, ECRHEHEBENE<X b
TIIT 4 AREBETAZILEEZERAE LTERSINE, RXETIE, 8UEES, ~AX
T TassA L BESREOC—FIZET T, BERT A B U TEFSIS A
THBICEIVEDI YA —Xx2 VT s VR ER/NMET B EICL Y, ERBERD
MR UL MR L, MR BRTAEDDOEEN e HREEELIRY EL DT
Wh, BHAF L ATHRRE~NLAF T 7 uaf F100k, EFEEREENS,

AVETE, Zr—b V2T RETurlIeipnsyrsarsbo—5E0Y 7 by
TERETAERBE B N— XA KT | XY 7 by =T B CEE
A EFEE (F : SaMD) BT AV A NA—t X2 U F A lZ oW THERENTNE,
ZEACORENRILT, ZOERPEFRBOTEMRUMREIZIREIN TV ATZ®,
Aiﬁwﬁ%ﬁli BE~OEENFET D AREMEICET 2BRFHIBEEN TNE T

CHEETANERD D, FIAIE, EREESOMRBICHEYE 5, BREENITERY
%&ET LT B UTIBRIIBB A X2 UF VR TIE, AX
ﬁw@ﬁ%%&&@éﬂé Fe BT AR —DIREE, %@%@fi%ﬁgfhé
. AXETRERGEL LTS, E6, RAXETH, SEEEOLEREIC
#5#4N~t#19%4%ﬁ%ﬁ%m%%ﬂf7o%E%%@ﬁ%ﬁ@@?#nU%
AT B RA T T 7T 4 Aok, KEESCIEHEE T 2T (National Institute
of Standard and Technology : NIST) D¥ A N\ —%F a2V F 4 7 b—LT—7 BFRIRFE L
LCOEEREHSREZLTWS,

ANBEUTOBEEZEBERKLTWD
) Eﬁ%%®aﬁ&0%%m@@&#4n—t%l)74ﬁﬁ%ﬁa@nt 1
AT _R— AT T a—F AT S,

o [EEERBEUEEINA~NNATTA L7550, MELVEXF2) T 1452
RT 5,

o VAR a UFE, BEEE ~OLRFT TS E, oI, BENRR
UHBRERE S S TOBEEOLRIETHS - & FRBT 3,

e FThOOBEFEEFIIRLT, 8RS T2 LVORKICEY . BERECY A7 %
BAMET DI DICH R R RIER R 5.

o« HEZEHETALIE, EFEEROTANA—tXa VT  ZRETIIZD, BFA
DRANTTIF 4 A+ 2D,
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YA Nt Fa VT4 OA 70 b BEREAVKEEEICSOWT, EREEZR LS
WG &L T B 7D CRIEVERILE DR ) o — 2 RET 5,

724, EFREROEECSEOHABMIISC T, BNORNFERLELRIBLIL
WHEETLOLERDH D,

3.0 EE

AXETHWAABERVTERZ., UTICRLUEEHE, WOUZ IMDRF/GRRP WG/N47
FINAL: 2018 [Z#§° 5,

3.1

32

33

3.4

3.3

3.6

3.7

38

G (Asset) : A, RAEIIBUFIZE » THEO H 5. BEE LT T # B
DxT T 4T 4 (ISOAEC JTC 1/SC 41 N0317, 2017-11-12)

W% (Attack) : BEEOMER, #HE. &ISA, Bk, B, I anTwi
W77 RE L IHERORA (ISO/IEC 27000:2018)

M =F (Authentication) : = > FT 47 4 OEMHEOEYMIZE T 5 HRIEOEM
(ISO/IEC 27000:2018)

BEIEME (Authenticity) : T2 F 4 7 4 OEEME (ISO/EC 27000:2018)

MEMBAT S (Authorization) : 4SHED(TH, T— FRUHEILT 7B R4 57D D5
MAftET A LEETr, (S027789:2013)

AR L ISO 7498-2 DiEZ GEFIONE, T2 AMIIESET 7 AOHERN 2+
B+ 52 0EEHA) ILART S,

WA (Availability) : BRT AT F 4 F 4 ~DT 7 AR UEROFREN
(ISO/IEC 27000:2018)

WMWY A3 br— L FEB (M FER) (Compensating Risk Control
Measure {Compensating Control)) : B0 —H L LTEBINDH Y A7 a3 b
o— L FEORBEE LT, MEENAERINZOVBEICERA SN SREDD A
7oy ho—TFE (AAMI TIR97:2019)

FERLAHSERD Y R 7 o b — A REE LT, BOEEERRMET 5T v T -1
%, KRBT RN H D 1E D,

Bt (Confidentiality) : B SN TWRWMEAAN, =V F 4 F 4 Xid7 kR
LT, BHRABERET, FEREE Vg (ISO/EC 27000:2018)
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3.9 HaReY 2RO BR (Coordinated Vulnerability Disclosure : CVD) : HFZEH R
ZOMOBTBEMEE N, BHBEORRICEETS ) A 2 BT A7 DOMBRE
EROUTBEDICEGEEE LB HILTIT> 72X (AAMITIR97:2019)

EFLZ o7 a2, EEtE X ORISRICE T A FRORE, HE, FRE
DIEEPTEND,

30 AR X 2 UF 4  EBEUVATLABRTRERZE (REARAT7T 7R, #HE,
Biac, BF, E. MESE) MHLEEINTEY ., BEHE, =20, "THM%ICE
TAVAIRT A TYH A7 EREZE S TEFTHERLVANVICHERFR I T DR
fig, {(ISO 81001-1)

3.11 B HEMIK T (BEod of Life ; EOL) : BSDT A4 7H 4 2 0BT, BUEEEO
ERIIESEADIMABAT-HEOEFTAE T T 58S, BOL # 1z 85I
OWTIE, IERN7Z2 EOL 7 A (a—¥~Ofifd) BNEmBIND,

3.12 ¥R — MET (End of Support : EOS) : BEDZF A 7HA 7 AiZBWT, BHEHE
HEBRETOFR— MNEBZH LTI, F—EAFR— ML, TOMAZEBX
Aoy, ‘

3.13 ZOARMERE - BRI EE T LA OEREREOMEICRE VT, RERFOEE
LEBRRAEZBAETXIROPECEHFEEETERNY A2 2L L DHMHRE
(IEC 60601-1:2005+AMD1:2012)

3.14 A (Exploit) : MBH 2@ UL T AT LAOEXF 2V T4 2BETHLDHO
BARE 22 51 (ISO/IBEC 27039:2015)

3.15 et (Integrity) : :7 —# DMERR, EEXIIRFINZR, RELRFEICLY
BEEINTH2WEFE (SOAEC 29167-19:2016)

3.16 L —EFEHEES (L —#888)  (Legacy Medical Device (Legacy Device)) : Hl
HEOY A NR—F X2 )T 4 OBEIZH L TEENICHRE CE LW EFRER

3.17 BEEF5 Ik (Non-Repudiation) : B4 L7 FRIITE, e b 25 & D
Ui 5 45 4 5 5887 (ISO/EC 27000:2018)

3.18 BBFfE%E (Patient Harm) : SBFH OZIT 2 HENEE ITEFEREEJSO/NEC Guide
51:2014 % — ¥R ET)

3.19 5 A /33— (Privacy) : BEIARET AT — & OmE UEELRIUER L UEERIC
BEET DRAEE UTEADERIZH T HRBAR W & (ISO/TS 27799:2009)
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320 &L (Threat) : EX¥F =2 T4 2R2FL, BELZBIEEZLULEDRIR, /. 1TH)
RIEHPIEET B0 2 VT ¢ BERDOFEEME (ISO/EC Guide 120)

321 BEEFY > 7 (Threat Modeling) : F—# OEEE, WK, WA —EYRIE
BOFTY AT AMIEEY RIFTREEOHAFERIUIFELHLNIT LD
DOFE 1 X (ISO/EC/EEE 24765-2017 A B A W)

322 7w 75— (Update) : EFEHRY 7 o7 &FHE LUAEE, T, @S
idzmEakicBTasE R

MEEC 1 ISO/IEC 14764:2006 12T T 5 VY 7 b7 = TIRSFEEICH T 5,
HE 2 To 75— MUT, Ny FRUREEEREEND,

HER 3 BIEEUESbIcE T AEREIIRHRE IR Y 7 by 2T OHE
THhBH,

323 NYF 3 (Validation) : FEAGEMZIZRTH I il k-7, BRTHHE
AXEEACET2ERFERBLZINTVWD Z & 2/RT 522 & (ISO
9000:2015)

ER L "RUF— hMFER T, N T2 a UBET LTV SREEZ T,
EiL2: AU F—va viE, EREIMEERE CREE SIS,

3.24 #FE (Verification) : ZEAYGEIML AR R A2 &0 -» T, HEERIIENHE-
ENTDL I EEMHRT AL (ISOAEC Guide 63)

I 1 BRIEOT DI LE e SBEETE LT, BEEROIE), BB A
BT EDOLE 2 —E0HERTHEZ BB D,

FFRR 20 BEEODIITONAEDIL, BRMET o R LTINS ZERd 5,
FERE 3 "BRAEHE A E . BREEVSET LTV ARERE T,

3.25 W33 (Vulnerability) : — DU EOZHIZL > TEHINAFREEDOHZEEX
WEEE O A (ISO/EC 27000:2018)

4.0 — A

ARTETIX, ERSESEIE, HH, A, ERT2BICEERRESRIT & BR

BROV A N—tFX2 V7T IZEAT - HRIEHEE ST, AT F o AOEREEL
TR T D YFEFRNE, ERESOSERNRY A A —tF 2 VT 2 LEEED
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ROIZEETHY . TS LT, BEOREFHRT I L THELRIREB LN
LI EBBFIND,

4.1 HEHEES

EFRBROTA A= Fxa )7 1, BENICERENTWE, EXa2 )T 40100
Foobid, BEE L IRBEOREESFIER T, #iEoTeiErENT. BIRE
BB 525, BEOREHGOFAZGTEZEFiL - T, ERFO~VRS
T AT AODBEREEENTHEERSD, VA —EX2 U T 12T 20 A
OEBEHEBESIL, A/ N~V arEREL, BRETHRMNZEFEREERLRJBED
BRECERATTRE L 5 LI, BEREOMBEMRTHILDIINETHD, 2 TCOHE
{EBSE . EFEBOLS A 7Y A AT E T A =t % a VT S %2 ERE
AEEFLIENEREND, ZhiTik, MREEH. EFEEBOSIT A THA 7 AREL
FPURZ=RY AL b, EEREEOTISRY T REINB~OBREICXT A EREIE,
HHiE, MEEESICET A RSP EEND,

42 BIRSA 7V A 7002

YA NR—EX2 T 0 OBEEUMIEMEICET 2 U X713, YHFEREME)S EOS &
5, EFEEROULEMIMBETIISTOBRMEBELTRITTAZENEE LY, F1
Nt F o )T 4 OBNEEEZDERMNIFET A DI, VARV A Y M ERE
DEFATHA I NVCESTHEAL, . % MBREUTHREEESOSARICE
WTHA Rt 2 VF 4 VA7 EFFREURERNT B Z ENEE LV,

M EEFa VT4 bONRT U RERDIELMUETHS, BEEHFT, ¥4 —F
ol FaDar bo—ARUEBERRERLSADE, EFESGOTEHRUERERES
T A LBEETH S,

4.3 FHRIEE

EFHBEOY A A—Ex2 V7 4L, BIEHEE, ~ R TT7 a5 BB EEYS
Mt R REOERBEETH S, R TOEREERE L, BEREROZT A7 VA 7 0%
WLT, BENRY A X ) F 0 U R 7 RUEE A RRAICER, FHE. 2%,
BHLE, M50, BOORELEM L, MORMEERE LEBRIESETILE
P& D,

44 THHEH

YA R x2 T 0 BT AEROEFIT., BETEX a7 RERKSTHEAT L
BHO TPLC 7 7u—FOEBEBERITHA, VA \—tXa2 )T 1 OFHREELETHD,
ETORFBBRED, HRITEOCHREZIZBEENICHIGT S 2 PR, Bz
SERPBEFENDZZLIZE T, 2TOELYEER, GREFEL, BETLHY R
ZEFML, FRICEENGTAOORABKERIET S, Z0—BELT, 2TOE
LBHEE L. EREBEUESETA~NATTA 7500, e, £eMLUE
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FalF A TBELEBAIY A/ —tXa VF 2O 7 b BRERE UMM
BHARVPaIa=sr—arEERET 20D, HHEE A (Information
Sharing Analysis Organizations : ISAOs) (ZRERERIIZEBNT 5 T & A8ERIEN D, TOX
HSIRBMOMBAEITH LT, EMEEMESEL I EBTED, RANT T/ T 4 AL
LTHREIEND S I —2OFRILE FikE LT, Bl SHEOMRPET HN D,
. BEREORTHRLAAVALT a0 # R OERESE —F I UER Y —
PHMATAZLE, Za AT AL THARLRYVEDS, ARSRICE, BEFLE
FEIBAICRE L, MFFT 200, ORISR L BHRILET S Z L BREISh D,

5.0 BB A \—kX 2 U T 4 OFIRATEEEE

EEHEROY A A=t F 2 F ik, BAORTA T7HA I NVICESTHRETTHZ LR
YF L, BIEEENEFEER ®$wm®“+&W&Uﬁ%¢ XIS R E EE A EE
MWD, THHRETOERIZE, D EF= U7 r#68 WIZFRAGATE T & 2) TR TE
é URZ<F VA WFEEBEATDZZE, 3) -lzﬂhl )-7*4’%&‘% EFEMgE T E Y

CHERT B O — IR B A A FEHR R OV BIE T O 7 D O i & ST
?é EraEnD, RIEERIT, AiRomENERAENT LB, BERMLAELBYO
FIFREICMNA, AEMICTFRARERBERAO T VA EZRIFTTHIZENEET L, L
TOLFETIH., “hbOWEEH T AL, WHRTA 7Y A 7 OFRATERIZE
A BEREE~OWHBEIEAHRT S, 2B, EFRESRY 7 NI TOIA TN
JEENL. 1EC 62304:2006/AMD 122015 I EEN T 3,

50 EXa VT4 EREERCT —F7 7 F v RET

BREF ) T BEHBBTY A A—t X VT 4 ICEBRIEHET D ko T,
x@hﬁ‘]@ﬁ’ﬁfiﬁé%ﬁ@%%ﬁi L0 L BEBEOTR @%’:J: NIRRT B L RABETH
L, TODEIREEA LTy ME, ERFEORMIE., SRR OULTIRAT R IR
&wJR?73/ﬂ/bﬁﬁ%\%m®747ﬁ4?w%%btﬁktkw IZBWTEE
s,

X VT EREHEL, T4 A 7 ADHRF T 0 AOERFIERBOEMTRE
THZEBEFELY, EF a2 VT4 BERFHE{CEF2 I T4 VR a3 ba—FE
DIFBIF & LTk, AAMI TIR 57:2016, IEC TR 80001-2-2, IEC TR 80001-2-8. ISO
27000 &Y — X NIST FliThy (8% a7 VY7 b= THRE 7L —AL T —2 (Secure
Software Development Framework : SSDF) %) . OWASP TU1T# GREtRENIZE S &
¥ o )5 0 %) | ENISA FliTH. XE~AVATTRUARBELESHHHEBES

(Healthcare and Public Health Sector Coordinating Council : HSCC) &% A —tF =
U5 4 U —% 77 —7 (Joint Cyber Security Working Group : JICWG) O FI{T# (&
Ht %= U7« 5EE) EhbHD,

BUEEE D HERBORFTEE T2 Z A EF LVRFRAIEZR 112l BL,
FK1RREEZVAMEERTELOTIERLS, HLETHLHTRTH D,
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BT T

%Lﬁgm E%%%#mﬁ%%xmx/bv aa%%
NEEFRITHONWTHFTAZ EMNEFE Lvy, #BHEHFRIC
ﬁﬁ%‘ﬁ&(ﬁﬁfﬁﬁ{;biaihé BEgHAop e LT :t
Wi-Fi, 4 —H# % > b, bluetooth, USB EMNZFITHN 5,
Bkt AN LDANOL TR, ETOAIOWREE
BREZ R T 5 Z LTV THRET L, BRENBEVIE(E LISt
PR— P ERTOVRWEEBIERS, EENR Y PV —27 XL
L — RS L L CRIEY 2., SAMBE L EET
HBEEEBT A ENEE L,

ELEEEIT, EFREBOBRRET ~FBEXRETRET 7R,
RIEZRRE I H BB L IRET 5 FEIZOWTRET 5
:kﬁ%itwc%iﬁ\%ﬁ%%m%ﬁﬁﬁﬁﬂfA%
WIEOHAEREHIE, BE(LOBEL, Bk EINav
FYIEF— 2 OFRTEREEH S HE, FPOEDRERER
ICBEATIETAEUMESICOWTHBHNT I ZENEEL
W,

%o T EE

fhEER I, EFERICBTFINS NIIEZEISNIZEME
BET 7 A LEIC LV RETLERIZIODVTRATS
TEMEE L, FliiE, SR T RGBT ko TS
ENTeanwa b LTRETHZ ENET L,
BLEEF T BETo baldA o—UHIE, —r X
SEHE A RET O D IR SRV B ORENRETLI I L &
B Cmdiz, @I BEA N AL oy b o— v FEROERIC
DWTHRETAZ EMNEE L,

75 Rk

BRI T F— 2 DGR IEA R TE ZRFHFEOER
BHET A0, BERXu SO R—bE VAT AL
XNDT—FT 7 F BT HIENEELN,
RESEE T BB Y T P o T T ARELRKREE, E
RO ASMICET S U AZ IOV THRETTAZ EHNEE
L,

BLEERIT. VANA, AL 02T FoH 02T KRG
FOMOBEOHD O~ FREBRBER CETINDIZ &2
STodh, =AY 2 TRHREOIL b — IOV THRET D
ENEE LW,

Bz oERME

BIEEF T, ERBEOEREOREE, Bx o — P oO%E
WIS U727 7 25 XITBAO T 7 ¥ A5 %, 20—
o7 7AW TRET 22 EBEE LY, FT-,

BHOERERCEEOH TR URMEERZ LT LRV &
MHEE Ly, FRRE X} i??'tfxn$_f®{ﬂ& LTl, "X T—
]““\ AN E" 'j7 32‘7%—’“" H.E{Zi:wu uEX@i{&@E%%%%T ‘iﬁﬁk

2D
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TERVERHEEERH D,

Bl E Y ESNLRT v 7T — b OEE o R L BT
o AEESLL, TOEHELEFETHZENLEF L,
fEEET AN —F 4 TV RTF L, = FR—=F 4 X
ATV —AO VT R I 2T DT v IF— N FE RO
BB DTN TAZEPREE LV, £, BUE¥ESE
I, Y7 b7 DT w7 75—, BETRWAA—Ua
DAL —F 4 VAT A TEET D EREESE Y T Y
=T B SEA L ot- AN LT 4 T AT A
B~ O EHTEEETDL 2 EREE LI,
FEEEL, BRI BRENETAA—EX2 VT 1 OMi5H
MW L TEF a7 THhiio, BEEESR07T v 75—k
FEIZHOW T2 ZEBEE Ly, FlzE, 7o 75—
MBI 2— I ADES, EFESEICLLSAET » 75
— FOEE, Ty 7T — MREFREROL SN EERICER
WEEITS W EABREAET A FESICET IR E TN
B,

BEERR, T o7 T — b2 ERTAT-OICHLERERIZD
WTHRET D LD, a—FOBAKOHES BV TERX
117w 75— FOEEREERIET S HEC W TRET 2 2
EREFE LW,

V7 b RS

BOEEEIL. RETHEICLIEEESR~OT 72 AT
BFEEZDVTRETD I EREELY, FIE, R—H%
BT 7 2 A MRy 755, R DT 7 2 R E PRI HIRY
DXV B LIZHE Yy — TN RN T 7 R EE
T BDEOFREFRFTTEZEREE LY

B, ERHOEATREAMERT B, I 1 /5
EAER ORI | %= )T ¢ SORE R, BEI. SIS OB IRT 5 RAMSHE
WOWTRRT O EREE LY,

# 1. EFRBRBORICHT IRNEEICN T HRERA

X 2T RBEOFENT., Y2 TABEEHRIICE s THERARTH D, HIENEL
DT T =2TFTHBETA 7Y A 7T ASEEEREL., ZJORAAEZCDHLEAL
AATNADT TRy, EFRMEY 7 727 #RBTHREEEFT, ALY 7
o TR T 4 ORI EHAAT Z EREBETHS, BIEEE I, #Aa0
RIA T AL EBBLTCY A RUBTREZTMMT 2 Z & T, WAooV —t*=
UT 4 ZB7 3 2FEM sk bitd,
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52 TPLCIHETAYRI=RP AL FEEI

TEa T4 e EeMIETA @SR ) Ry wR YA MRAM, EFEBBROT A 7Y
A NEBLTHSAENTWAZ ENAEE LV, EREROT RN L EAMRE L
FRIEENZHEE L2 RITT, HLRE-RE BRI ER A —Exa T 1 U
APNIZONTY, VAZRAV AL oA IB VTR END ZEREE Ly, &
WEHEIT, ISO 149712019 I CHEENTWA Y Ay~ A b RO AAMI TIR57:2016
K2 AAMI TIR97:2019 £ CHEEN TV A YA R"—F a2 VT A VAITRI AV M
BEHLT, VAR VALV Tt A20—BELTUTORT v 752 EBEE
Lo,

PoA X VT 4 OB EHRESTS

BIET A R EHEL, TS

VA7 BZEARERL~NVETay ba—-AT5
VR7aybo—/OFMMELFHE - BRI 5
EHELREBREICHT 2 BHANLERRRAE LT, UV AZCHET L ERELEM
35

THFR2VFT A VRI=R VAL Mo RAER | (2L (AAMI TIR57:2016 7525 5]
H) . ohid, 28R R =32 P2 b O—EEERTHIY A7 =3V AL R0
AL LTHEBTED LT, BHEE, BRERUVEOMOER = VT ¢ BHBABE MG
SHT, ISO 149712019 DY A7 w32 VA Mo AZHMLGAT Z L TE S, i
T2 50 TIR ISO/TR 249712020 OB EF 2 BT 2 &,

e & & & @
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7.1

1.

IMDRF &

Software as a Medical Device: Possible Framework for Risk Categorization and
Corresponding Considerations IMDRF/SaMD WG/N12:2014 (September 2014}

2. FEssential Principles of Safety and Performance of Medical Devices and IVD Medical
Devices IMDRF/GRRP WG/N47 FINAL:2018 (November 2018)

7.2 B

3. AAMI TIR57:2016 Principles for medical device security—Risk management

4, AAMI TIR 97:2019, Principles for medical device security—Postmarket risk management
for device manufacturers

5. IEC 60601-1:2005+AMD1:2012, Medical electrical equipment - Part 1: General
requirements for basic safety and essential performance

6. 1EC 62304:2006/AMD 1:2015, Medical device software — Software life cycle processes

7. 1EC 62366-1:2015, Medical devices - Part 1: Application of usability engineering to medical
devices

8. IEC 80001-1:2010, Application of risk management for IT-networks incorporating medical
devices - Part 1: Roles, responsibilities and activities

9. TEC TR 80001-2-2:2012, Application of risk management for IT-networks incorporating
medical devices - Part 2-2: Guidance for the disclosure and communication of medical
device security needs, risks and controls

10. IEC TR 80001-2-8:2016, Application of risk management for IT-networks incorporating
medical devices — Part 2-8: Application guidance — Guidance on standards for establishing
the security capabilities identified in IEC 80001-2-2

11.ISO 13485:2016, Medical devices ~ Quality management systems — Requirements for
regulatory purposes

12. ISO 14971:2019, Medical devices — Application of risk management to medical devices
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13, ISO/TR 80001-2-7:2015, Application of risk management for IT-networks incorporating
medical devices — Application guidance — Part 2-7: Guidance for Healthcare Delivery
Organizations (HDOs) on how to self-assess their conformance with IEC 80001-1

14. ISO/IEC 27000 family ~ Information security management systems

15. ISO/IEC 27035-1:2016, Information technology — Security techniques — Information security
incident management — Part I: Principles of incident management

16. ISO/IEC 27035-2:2016, Information technology — Security techniques — Information security
incident management — Part 2: Guidelines to plan and prepare for incident response

17. ISC/IEC 29147:2018, Information Technology — Security Technigues — Vulnerability
Disclosure

18. ISO/IEC 30111:2013, Information Technology — Security Techniques ~ Vulnerability
Handling Processes

19. ISO/TR 24971:2020, Medical devices — Guidance on the application of ISO 14971

20. UL 2900-1:2017, Standard for Software Cybersecurity for Network-Connectable Products,
Part 1: General Requirements

21. UL 2900-2-1:2017, Software Cybersecurity for Network-Connectable Products, Part 2-1:
Particular Requirements for Network Connectable Components of Healthcare and Wellness

Systems
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22. ANSM (Draft); Cybersecurity of medical devices integrating software during their life cycle
(July 2019)

23. China: Medical Device Network Security Registration on Technical Review Guidance
Principle (January 2017)

24, European Commission: REGULATION (EU) 2017/745 OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL of 5 April 2017 on medical devices, amending
Directive 2001/83/EC, Regulation (EC) No 178/2002 and Regulation (EC) No 1223/2009
and repealing Council Directives 90/385/EEC and 93/42/EEC (May 2017)

25. European Commission: REGULATION (EU) 2017/746, OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL of 5 April 2017 on in vitro diagnostic medical
devices and repealing Directive 98/79/EC and Commission Decision 2010/227/EU (May
2017)

26. FDA (Draft): Content of Premarket Submissions for Management of Cybersecurity in
Medical Devices (October 2018)
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27. FDA: Cybersecurity for Networked Medical Devices Containing Off-the-Shelf (OTS)
Software (January 2005)

28. FDA: Design Considerations for Devices Intended for Home Use (November 2014)
29. FDA: Postmarket Management of Cybersecurity in Medical Devices {December 2016)

30. Germany: Cyber Security Requirements for Network-Connected Medical Devices
(November 2018)

31. Health Canada: Pre-market Requirements for Medical Device Cybersecurity (June 2019)
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34. Singapore Standards Council Technical Reference 67: Medical device cybersecurity (2018)

35. TGA: Medical device cybersecurity - Consumer information (July 2019)

36. TGA: Medical device cybersecurity guidance for industry (July 2019)

37. TGA: Medical device cybersecurity information for users (July 2019)

7.4 FOHMOER KR UTBEIER

38. CERT® Guide to Coordinated Vulnerability Disclosure
: hitps://resources.sei.cmu.edu/asset files/SpecialReport/2017 003 001 503340.pdf

39. The NIST Cybersecurity Framework
hitps://www.nist. gov/cyberframework

40. NIST’s Secure Software Development Framework (SSDF)
https://esre.nist. gov/CSRC/media/Publications/white-paper/2319/06/07/mitigating-risk-of-
software-vulnerabilities-with-ssdf/draft/documents/ssdf-for-mitisating-risk-of-software-

vulns-draft.pdf

41. Medical Device and Health IT Joint Security Plan (January 2019)
https://healthsectorcouncil.org/wp-content/uploads/2019/01 /HSCC-MEDTECH-ISP-v1.pdf

42, MITRE medical device cybersecurity playbook {October 2018)
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hitps://www.mitre.org/publications/technical-papers/medical-device-cybersecurity-regional-
incident-preparedness-and

43 MITRE CVSS Healthcare Rubric
ublications/technical-papers/rubric-for-a ing-cvss-to-medical-

devices

44. Health Industry Cybersecurity Practices: Managing Threats and Protecting Patients (HICP)
https://www.phe.gov/Preparedness/planning/405d/Pages/hic-practices.aspx

45, Open Web Application Security Project (OWASP)
https://www.owasp.org/index. php/Main Page

46, Manufacturer  Disclosure  Statement for Medical Device Security (MDS?)
htins://www.nema.org/Standards/Pages/Manufacturer-Disclosure-Statement-for-Medical-
Device-Securityv.aspx

47. ECRI approach to applying the NIST framework to MD
hitps:/fwww.ecri.org/components/HD Journal/Pages/Cybersecurity-Risk-Assessment-for-
Medical-Deviges.aspx

48. National Telecommunications and Information Administration (NTIA) / US Department of
Commerce, Vulnerability Disclosure Attitudes and Actions: A Research Report from the
NTIA Awareness and Adoption Group
https://www ntia. doc gov/files/ntia/publications/2016 ntia a a vulnerability disclosure insi

ghts report.pdf

49, https://republicans-energycommerce.house. gov/wp-content/uploads/2018/10/10-23-18-
CoDis-White-Paper.pdf

50. https://resources.sel.cmu.edu/asset files/SpecialReport/2017 003 001 503340.pdf
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8.2 MEEB: B REBECBERNCHETIEFRIEDY V—X

F—ANZ YT
CERT Australiac (CERT A —A s 5 U 7)
https:/fwww.cert.gov.aw/

AusCERT
hitps://www.auscert.org.aw/

TSN
All Certs in Brazil( 7 5 /L [EHMNO CERT —HE)
https://www.cert.br/csirts/brazil/

bl ol -4
Canadian Centre for Cyber Security(H F &4 A4 X—tF 2V F 4L F—)
https://www.cyber.gc.ca/

0l
CERT European Union(CERT B 1#5)
hitps://cert.eurcpa.cu

7T R
ANSM
https://ansm.sante.fr/

https://www.ansm.sante. fr/Declarer-un-effet-indesirable/Votre-declaration-concerne-un-
dispositif-medical/Votre-declaration-concerne-un-dispositif-medical/(offset)/0

French Ministry of Health and Solidarity( 7 7 » AJEAA)
https://solidarites-sante. gouv. fr/soins-et~-maladies/signalement-sante-gouv-fr/

Shared Health Information Systems Agency(2EH EFFEHR ST A T LJT)
https://www.cyberveille-sante.gouv.fr/

ANSSI - National Agency for Information Systems Security(EIEHKEHR P AT At F =2 U T 4
IT)

https://www.ssi.gouv.fr/en/
kA

CERT Germany(CERT K )
https://www.cert-bund.de/ '

AFZYT
hitps://www.csirt-ita.it/
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H A&

Japan Computer Emergency Response Team/Coordination Center(JPCERT = “—7"“"»{ F—3i3
>t & —JPCERT/CC) )
https://www jpcert.or.jp/vh/top.htmi or https://www jpcert.or.jp/english/

AR
SingCERT
https://'www.csa.gov.sg/singeert/news/advisories-alerts

KE
Industrial Control Systems CERT(EEZ #1327 & CERTICS-CERT)

https://www.us-cert.gov/ics

US CERT(CERT )
https://www.us-cert.gov/
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